Penn State Abington
Computer and Network Services

Organizational Policy
PURPOSE:

Prepare, guide and direct Computer and Network Services (CNS) staff for successful service to the Penn State Abington campus.

SCOPE:

The policy documents standard operating procedures so job duties, assignments and problems can be handled in a uniform and consistent manner, thereby reducing the amount of confusion and doubtful interpretation of actions.

POLICY:

I. Hours of Operation:

The Office of Computer and Network Services (236W) is open Monday through Friday from 7:00 a.m. until 6:00 p.m. with the exception of University holidays.

II. Customer Support

1. Single-Point-Of-Contact: There is a single point of contact for all computer and network related support:
i. Phone: 215-881-7675 from off campus, x7675 from campus

ii. Room: 236 Woodland Building

iii. Email: ab-compsupport@lists.psu.edu
2. Phone Consultation: 

i. When a customer contacts CNS via x7675, all efforts are made to resolve any support issues over the phone. 

ii. If the customer goes to voicemail, the customer will get a call back within one hour of the time the voicemail was left, provided that the call takes place during operating hours. In the event that a voicemail is left during off hours, a technician will return the call during the first hour of the next business day.

iii. When necessary, a work order will be assigned and a technician will be sent out for desk-side consultation.
3. Work Orders: 

i. When issues cannot be resolved over the phone, a Work Order will be created and assigned to a technician for desk-side consultation.
ii. Work Orders are entered in Track-It! and emailed to the technician assigned.
iii. Due dates for Work Orders are based on several factors:
a. An agreed upon date with the customer

b. Whether or not software licenses and/or hardware purchases are needed to complete the Work Order

c. Availability of resources

4. Training:
i. CNS does not provide formal training, however, we will try to answer training-related questions when we can.

ii. For formal training contact Steve Brown, x7588
III. Access and Administrative LAN Accounts

1. Access Accounts are assigned by the ITS Accounts Services Office at University Park.

a. New faculty and staff must fill out the Access Account Application.
b. Once the application is completed it is sent to Computer and Network Services.
c. Computer and Network Services will fax it to the Accounts Services Office at 814-865-9289.

d. Faculty and staff will be directed to a signature station to access their userids and passwords.
2. Administrative LAN Accounts may be obtained only by individuals authorized by the University. Authorized individuals must have completed and submitted the University’s Access Account Application and agreed to the terms of the University’s Computer and Network Security Policy (AD20). Abington Administrative LAN accounts will be issued only after a University Access Account is approved and assigned (see Penn State Abington Administrative LAN Policy).
a. Once Accounts Services has assigned an Access Account UserID, the faculty or staff member may request access to the Administrative LAN.
b. System Administrators will create an account and give the password to the system user in person.

c. The System Administrator will make sure that new accounts are prompted to change the password at initial log in.

IV. Listserv

1. The Campus Listserv Administrator maintains the following listservs using the University List Server (http://lists.psu.edu):

ABINGTON – PSU Abington general discussions and announcements



AB-FACULTY – PSU Abington Faculty discussions and announcements



AB-STAFF – PSU Abington staff announcements

AB-ARTSHUMANITIESFACULTY – AH Faculty discussions and announcements

AB-SCEINCEENGINEERINGFACULTY – SCE Faculty discussions and announcements

AB-SOCIALSCIENCESFACULTY – SS Faculty discussions and announcements

AB-COMPSUPPORT – List for PSU Abington computer users to request support via e-mail

2. Once a new Faculty or Staff member’s Access Account has been established and the information has been passed to the Listserv Administrator, users will be added to the Abington discussion list and the AB-FACULTY or AB-STAFF list.

3. Faculty will be added to the appropriate divisional listserv when requested by the head of that division.

4. Lists of subscribers to the divisional listservs are sent to the division heads at the start of every semester for review and updating.

5. The Listserv Administrator maintains no responsibility for the content of the list messages or the behavior of the list users. Any issues that arise in regard to content or behavior are to be addressed by the user’s supervisor. The Listserv Administrator’s role is purely technical in nature.

V. Software and Hardware Requests

1. All software and hardware requests should go through the single point of contact.
2. Software and hardware requests will be granted or denied by the Director of Information and Learning Systems or the Coordinator of Information Technology Services.

3. For software or hardware requests above and beyond the standard install, the department retains the right to ask for justification from the requestor and the requestor’s Division Head.

VI. Ordering Software and Hardware
1. Software and Hardware can be ordered via purchasing card, purchase order or through Ebuy. 
i. Purchasing card purchases should be made for purchases under $2000 and can be made at retail stores and online vendors.

a. Purchasing card purchases must be in accordance with Penn State Purchasing Card Policy BS14.

ii. Purchase Orders should be made for purchases over $2000.  These  require a quote from the vendor and can be submitted by either Kathy Shishko (x7419), Christina Szymanski (x7322) or Donna Koenig (x7326)

a.  Kathy Shisko submits all Purchase Orders using the following budgets:
1. 142-44 oz

2. 001-02 oz

3. 632-20 oz

4. 231-12 oz

b. Christina Szymanski and Donna Koenig submit all Purchase Orders for other Penn State Abington Budgets

iii. Ebuy purchases can be made from vendors such as General Stores, Apple and Dell.
2. Purchasers should make a reasonable effort to find the best price.

3. Purchasers should start by checking Penn State’s Computer Store for all software and computer equipment purchases.
VII. Setting up New Computers

1. Before placing the machine on the network remove any of the following:

AOL

MS Works

MSN

Preinstalled AV Software

Quicken

MSN Messenger

2. Install University provided AntiVirus software via CD or Flash Drive.

3. Connect to the network:

Install all available AV updates and put the AV software into Managed Mode
Install all available Windows updates (or Apple Software updates)

Join the machine to the appropriate domain

4. Go into the control panel and

Set automatic updates to Automatically install new updates

Set machine to never sleep and turn off monitor after 2 hours (Desktops only)

Set laptops to the above settings when on Power Adapter and leave default settings for running on battery power

5. Go into the Properties of the Network Connection and install IP V6. (Click Install, Select Protocols, Click Add, Select Microsoft TCP/IP Version 6, Click OK, Click OK)

6. Install the following software:

MS Office (Complete Install)

Eudora (During setup set the mail folder to be “User’s Application Data Folder”)

SSH

WSFTP

Host Explorer

Firefox

VPN Client (Laptops Only)

7. If additional software is required, the Coordinator of Information Technology Services or the Manager of Computer and Network Services will provide the necessary information to the technician doing the installation. Follow the manufacturer’s instructions for installing any additional software.

8. Fill out a CNS inventory sheet for the machine and be sure to submit it to Coordinator of Information Technology Services.
VIII. Installing Hardware

1. Hardware will be ordered in accordance with the ordering policy as outlined earlier in this document.

2. An appointment will be made with the user by the Coordinator of Information Technology Services. 

3. The installing technician will:

Transfer the user's data to the new computer

Remove the old hardware (if applicable)

Install the new hardware per manufacturer’s recommendations and in accordance with University and PSU Abington policies.

Orient the user to their new hardware and answer any operational questions the user may have

Refer the user to the Technology Trainer if in-depth training is required

IX. Installing Software

1. Software must be licensed before being installed on any University-owned machine.
2. Software will be ordered in accordance with the ordering policy as outlined in section X of this document.
3. Software cannot and will not be installed until the appropriate license has been received by Computer and Network Services and filed in accordance with the software inventory policy.
4. The Coordinator of Information Technology Services will make an appointment with the user for the installation

5. The installing technician will be given the media, license, and any other    needed documentation by the Coordinator of Information Technology Services or Manager Computer and Network Services and will install the software per manufacturer’s recommendations and in accordance with University and PSU Abington policies.

6. The technician will orient the user with the new software and refer the user to the Technology Trainer if in-depth training is required
X. Software and Hardware Inventory

1. Software Inventory

i. Computer Lab software licenses are filed in the top drawer of the inventory filing cabinet in 236W
ii. Faculty/Staff software licenses are usually ordered with a specific end-user in mind.

a. License numbers get entered in the Inventory Spreadsheet next to the end-user’s name.

b. The end-user’s name gets written on the license certificate.

c. The original license gets filed in the top drawer of the inventory filing cabinet in 236W

d. A copy of the license gets filed in the end-user’s folder in the bottom drawer of the inventory filing cabinet in 236W.

2. Hardware Inventory
i. Hardware inventory is kept electronically in an inventory spreadsheet on Simpson at \\simpson\cns\INV-4-05
ii. Hardware inventory is kept in hard copy form in the bottom drawer of the inventory filing cabinet in 236W

iii. When new hardware is purchased, an inventory worksheet should be filed out and given to the Coordinator of Information Technology Services to be entered into the inventory spreadsheet and then filed in the inventory filing cabinet.
XI. Laptop and Projector Requests

1. Laptop and Projector Requests should be made through the Single Point of Contact.

2. Laptop and Projector Requests should be entered in the “Laptops and Projectors” Calendar in Meeting Maker so that all members of CNS have access to the requests
.

3. Most requests will be fulfilled by Joe Varghese (x7454).

4. In the event that Joe Varghese is unavailable the Coordinator of Information Technology Services will assign the request as a work order in Track-It
! to another technician.
CROSS REFERENCES:

Other policies/guidelines which should be referenced:

AD20 - Computer and Network Security Policy

AD23 – Use of Institutional Data

ADG02 – Computer Facility Security Guideline

ADG01 – Glossary of Computer Data and System Terminology
BS14 - Penn State Purchasing Card Policy

Penn State Abington Administrative LAN Policy

Penn State Abington Computer Usage and Support Policy

Penn State Abington Computer Labs Policy

Penn State Abington Computer and Network Services (CNS) Backup Polciy
�Should Meeting Maker be changed to Oracle?





�For Jan 08 review cycle:  Are we still using Track-It?
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