Penn State Abington
CNS Backup Policy

PURPOSE: 

This policy is designed to protect University data and to ensure that it is not lost and can be recovered in the event of an equipment failure, unintentional destruction, or disaster.

SCOPE:

This document defines PSU Abington’s policy for the backup of computer systems maintained by Computer and Network Services (CNS).  

DEFINITIONS:


1. Active: the amount of changes data goes through over the course of one day.

2. Backup: the saving of files onto magnetic tape or other mass storage media for the purpose of preventing loss of data in the event of production equipment failure or destruction.

3. Level 1 Systems: machines that have a low volume of active critical data (print servers, antivirus servers, low application servers, web servers).

4. Level 2 Systems: machines that have a high volume of active critical data (domain controllers, file servers).

POLICY:

I. Timing:

1. Full backups of all Level 1 CNS maintained systems are performed three times a week on Monday, Wednesday, and Friday. 

2. Full backups of all Level 2 CNS maintained systems are performed once a week on Friday, Saturday or Sunday depending on the system.

3. Incremental backups of all Level 2 CNS maintained systems are performed once a day, except on days when the respective full backup is scheduled.

II. Disaster Recovery

1. Backups are initially sent to the NAS device located in the Woodland Building (key access, above flood level, fire protection systems).
2. Backups are then replicated weekly to the NAS device in the Sutherland Building (key access, above flood level, fire protection systems).

III. Testing

The ability to restore data from backups will be tested at least once per month.

CROSS REFERENCES:

Other policies/guidelines which should be referenced:

AD20 - Computer and Network Security Policy

AD23 - Use of Institutional Data

ADG02 - Computer Facility Security Guideline

ADG01 - Glossary of Computer Data and System Terminology

Penn State Abington Computer and Network Services Organizational Policy

Penn State Abington Computer Usage and Support Policy

Penn State Abington Computer Labs Policy
Penn State Abington Administrative LAN Policy
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