Penn State Abington

Administrative LAN Policy
PURPOSE:

Establish conditions for access to, and use of, Penn State Abington’s administrative local area network (LAN).

SCOPE:

This policy covers all campus owned and maintained administrative computers, computer systems, computer networks and electronic communication facilities.  It also applies to users of all such systems and networks.

This policy represents the minimum security requirements that must be followed to protect the security and integrity of computer and network resources against unauthorized or improper use.
POLICY:

I. General:

Access to Penn State Abington’s administrative LAN may be obtained only by individuals authorized by the University. Authorized individuals must have completed and submitted the University’s access account application and agreed to the terms of the University’s Computer and Network Security Policy (AD20). Abington administrative LAN accounts will be issued only after a University access account is approved and assigned. 

Individual accounts may not be transferred to or used by an individual other than the authorized individual account holder. Sharing accounts or passwords is prohibited.

Campus computers and computer systems may be used and networks may be accessed only by individuals authorized by the campus. Any attempt by an individual to gain privileged access or access a system not belonging to that specific individual is prohibited.

II. Responsibilities:
1. System Users:

a. Understand and comply with all University and campus policies


    governing University and campus computer and network resources, 


    as well as all federal, state and local laws.

b. Safeguard passwords and/or other sensitive access control 

    information related to their own accounts or network access.


c. Take reasonable precautions, including personal password


    maintenance and file protection measures, to prevent unauthorized use



    of their accounts, programs or data by others.



d. Make sure accounts or computer and network access privileges are



     restricted to their own use only.



e. Use accounts or network access only for the purposes for which they



     were authorized, and only for University-related activities.



f. Respect the physical hardware and network configuration of the



    Abington network.

g. Take measures to ensure that any sensitive data taken off campus or  

    stored on portable devices (such as laptops, USB storage drives, iPods,

    
                Blackberrys, etc.) is encrypted.


2. System Administrators: System administrators have the same responsibilities as

    system users. However, because of their position, system administrators have 


    additional responsibilities and privileges for specific systems or networks. For


    systems they directly administer, system administrators are responsible to:

a. Prepare and maintain security procedures compliant with the

campus’s security policies and University Policy AD20.

b. Take reasonable precautions to guard against corruption, compromise or destruction of computer and network resources.

c. Treat the files of system users as private.

d. Make sure all hardware and software license agreements are current.

e. Ensure Penn State network addresses are only assigned to entities or organizations that are part of Penn State.

f. Limit access to root or privileged supervisory accounts.

III. User Accounts
1. Account Types:


a.  System Administrator

b.  System User (general faculty and staff)

c.  Restricted System User (student employees, interns)
2. User Names: System users are issued an account on the Abington 

administrative LAN only after they have completed and submitted the University’s access account application and agreed to the terms of this policy and the University’s Computer and Network Security Policy (AD20). The user name assigned to the system user is the userid assigned by Information Technology Services (ITS).
3. Passwords:

a. The original password assigned to new Abington administrative LAN system users is NOT the same as the access account password assigned by ITS. It is a unique password generated by the system administrators in compliance with all password policies. New system users are prompted to change their passwords immediately following the initial log on. 

b. All Abington administrative LAN passwords must be at least seven (7) characters long.

c. The password must contain characters from at least three (3) of the following five (5) categories:

a. English Uppercase Letters (A-Z)

b. English Lowercase Letters (a-z)

c. Base 10 digits (1-9)

d. Non-alphanumeric (!, $, #, or %)

e. Unicode characters

d. The password must not contain three or more characters from the user’s account name.

e. System users must change their passwords every one hundred-twenty (120) days.
f. Enforced password history is in place to protect systems users from reusing any of their previous three (3) passwords.

g. Once System users change their password, they must wait sixty (60) days before they can change it again.

4. Account Lockout: When a system user makes five (5) consecutive invalid
    attempts to log in, the account will be temporarily disabled for a period of 
    ninety (90) minutes.  The system user will either have to wait the ninety (90)
    minute period or contact a system administrator (call x7675) to unlock the 
    account.
5. Screen Saver Passwords: After fifteen (15) minutes of idle time, screen savers    
    will activate on all users’ systems. Users will have to enter their administrative   

    LAN password in order to regain access to the system.

IV. Network Server Storage:

1. All individuals with access to the Abington administrative LAN have network 

    storage space.

2. All users will receive training by the campus Technology Trainer to ensure that 

    all users understand how to back up and save data to network server storage

    space.

3. Users are encouraged to take advantage of storage space available on the LAN. 
    The Coordinator of Information Technology Services will send out reminders 

    via email on the importance of backing up and saving data to network server 

    storage space.

4. Users expecting to use more than 5 GB of storage space should contact
    Computer and Network Services (call x7675 or stop by 236 Woodland).

5. Use of storage space should be limited to work-related documents and files.
    Personal documents and files are not permitted on network server space.
V.
      Supported Equipment:
1. Only equipment purchased by the University through Computer and Network

    Services, or authorized by Computer and Network Services, is permitted on the

    Abington administrative LAN.

2. Privately owned computers and peripherals are not permitted access to the

    Abington administrative LAN.

VI.       Computer Usage:


1. System users will be given an information packet when first gaining access to


    the Abington administrative LAN. The pack will include: University and

                campus computer and network policies, checklist of important information,


    and contact information for Information and Learning Systems.

2. System users must use computer and network resources in compliance with this

    policy and the University’s Computer and Network Security Policy (AD20).


3. Only equipment purchased by the University through Computer and Network


    Services, or authorized by Computer and Network Services, is permitted.

      3. Computer and Network Services will only support authorized equipment.


4. Personal (privately-owned) computers, personal peripherals, personal handheld 
          computers, etc. are not supported by Computer and Network Services.


5. Only software purchased by the University through Computer and Network 


    Services, or authorized by Computer and Network Services, is permitted on


    University-owned machines.


6. System users and their department heads will have to sign the Agreement for  

    Elevated Privileges in order to obtain elevated privileges on their systems.  If 

                the agreement is not signed, the least privileges approach will be used to govern

                the  administrative rights for that user's system.  

7. System users may not install or run unauthorized software on University-


    owned machines.


8. All actively in-use software must be licensed and documented by Computer


    and Network Services.


9. Downloading, uploading or sharing copyrighted materials is strictly prohibited.


    Faculty may be protected under the TEACH Act. For full details about the


    TEACH Act and the principles of fair use, see: 


     http://tlt.its.psu.edu/dmd/teachact

10. When a user is no longer going to be using a machine, the hard drive will be


     sanitized using a software utility that does multiple pass erasing.

CROSS REFERENCES:

Other policies/guidelines which should be referenced:
AD20 - Computer and Network Security Policy
AD23 - Use of Institutional Data

ADG02 - Computer Facility Security Guideline

ADG01 - Glossary of Computer Data and System Terminology

Penn State Abington Computer and Network Services Organizational Policy

Penn State Abington Computer Usage and Support Policy

Penn State Abington Computer Labs Policy
Penn State Abington Computer and Network Services (CNS) Backup Policy
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